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8.1 36V Single and Dual Strings

Fig. 8-1, 36V System, Single String

Sense Wire Kits:

Alpha P/N: 874-842-21 (6')
Alpha P/N: 874-842-27 (9')

Fig. 8-2, 36V System, Dual String

Sense Wire Kits:

Alpha P/N: 874-842-20 (6')
Alpha P/N: 874-842-28 (9')

8.0 Battery Sense Wire Kits

Communications Module Battery Sense Wire Kits are required for individual battery voltage 
monitoring when the XM3 SAG option is not installed. For XM3 power supplies with the SAG option, 
it is recommended to use the specific SAG wire kits or the SAG adapter kits to accommodate any 
existing Communications Module Battery Sense Wire Kits. Otherwise, a SAG "No Harness" alarm will 
be generated if the Battery Sense Wire Kits are connected to the Communications Module battery 
connections (A/B or C/D) instead of the SAG connector.
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9.1 Initial Start Up and Local Verification

To confirm successful hardware installation before leaving the installation site, verify network connectivity 
and correct hardware interconnection.

To Verify Network Connectivity:

The DS and REG LEDs on the front of the DSM3 Series should be ON solid green. This indicates 
successful registration with the headend. In addition, the RF LED should also be ON solid green 
indicating proper RF power levels and the ALM/RDY LED should be blinking green for normal operation.

With the DSM3 Series used in conjunction with the XM3-HP power supply, network connectivity can 
be verified via the COMM menu on the XM3 Smart Display. The following provides a list of parameters 
available on the XM3 Smart Display populated with sample values. Important communication 
parameters such as the cable modem IP address, upstream and downstream power levels can be 
viewed on the COMM-GENERAL menu selection to confirm network connectivity. If no RF power is 
detected at the RF connector, a COMM - FAULT menu will populate in the COMM menu.

9.0 Start Up and Verification

Fig. 9-1, XM3 Smart Display Screens

COMM - GENERAL
COMM - EXTENDED
COMM - DIAGNOSITCS

ENTER     ESC

COMM - GENERAL
CM MAC ADDRESS

00:90:EA:A0:04:99

ESC

COMM - EXTENDED
DSM MODEL/CONFIG

       DSM3x CW - 8B

ESC

COMM - DIAGNOSTICS
CABLE MODEM STATUS

                 Operational

ESC

COMM - EXTENDED

DSM MODEL/CONFIG

DSM3X CW-8B

DSM FIRMWARE VERSION

4.4.9.0_03.02_NA

SYSTEM NAME

ABC123 CABLE

SYSTEM CONTACT

JOHN DOE

SYSTEM LOCATION

123 BAKERVIEW

COMMON LOGICAL ID

12345-3767 ALPHAWAY

DOCSIS CONFIG FILE

ALPHA_DSM3.CM

DSM SERIAL NUMBER

A00499

SYSTEM DEVICES 3/7**

IPU-1 SAG-1 DOC-1

SYSTEM DEVICES 6/7**

XM3-1 APP-1 BTQ-1 

SYSTEM DEVICES 7/7**

UTL-1

CABLEWARE SERVER IP*

192.168.200.151

COMM GENERAL

CM MAC ADDRESS

00:90:EA:A0:04:99

CM IP ADDRESS

192.196.203.101

CM IPV6 ADR PREFIX*

2001:123:456:789

CM IPV6 ADR POSTFIX*

111:222:333:3434

CPE MAC ADDRESS*

00:90:EA:A0:05:01

CPE IP ADDRESS*

192.168.200.100

CM RECEIVE POWER

-12.9dBmV

CM TRANSMIT POWER

34.5dBmV

DOWNSTREAM SNR

33.8dB

COMM - DIAGNOSTICS

CABLE MODEM STATUS
OPERATIONAL

SYSTEM UPTIME
3 DAYS 05H:16M:59S

DOWNSTREAM FREQUENCY
300.000 MHz

DOWN MODULATION TYPE
256 QAM

UPSTREAM FREQUENCY
15.000 MHz

T3 TIMEOUTS
80360

T4 TIMEOUTS
51

CODEWORD ERROR RATIO
 8.20%

MICROREFLECTIONS
-5 DBC

CM RESETS
10

CM LOST SYNCS
5

LAST SNMP QUERY
Date/Time

COMM - FAULT
RF POWER LEVEL FAULT

SEE GENERAL MENU

ESC

*NOTE: Some menu items may not appear depending on 
the options installed

**NOTE: System Device menu items are internal Alpha 
diagnostic codes. The System Devices menu items will 
populate based on the option cards (SAG, APP, DOC) 
installed and the number of external devices added to a 
power system such a s multiple XM3s and/or AlphaGen.
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Fig. 9-2, Communications Section - General Page

9.0 Start Up and Verification

9.1 Initial Start Up and Local Verification, continued

Connect a computer’s network port to the Communications Module’s Ethernet port using a 
standard network cable. Launch an Internet browser and enter 192.168.100.1 into the address. The 
Communications Module will return the Web page shown below. Click on General to display the key 
communications parameters including system uptime, IP provisioning mode (IPv4, IPv6 & MDD), 
upstream and downstream power levels and the cable modem’s IP address, which confirms connectivity.

74 745-814-B11-001, Rev. B1 (05/2013)

Fig.9-2, Communications Section - General Page

9.0 Start Up and Verification, continued

9.1 Initial Start Up and Local Verification, continued

Connect a computer’s network port to the Communications Module’s Ethernet port using a 
standard network cable. Launch an Internet browser and enter 192.168.100.1 into the address. The 
Communications Module will return the Web page shown below. Click on General to display the key 
communications parameters including system uptime, IP provisioning mode (IPv4, IPv6 & MDD), 
upstream and downstream power levels and the cable modem’s IP address, which confirms connectivity.
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9.2 Verifying Correct Hardware Interconnection

The BAT A/B and BAT C/D LED indicators on the front panel of the DSM3 Series unit should illuminate 
solid green once the battery wiring harnesses are correctly installed. A system with multiple strings must 
use String A as the first string, B as the second, C as the third and D as the fourth.

The DSM3x model provides both BAT A/B and BAT C/D LED indicators and battery harness connectors 
(supports a maximum 4 battery strings). The DSM3 model provides only the BAT A/B LED indicator and 
battery harness connector (supports a maximum 2 battery strings).

NOTE:

From the Power Supplies and Batteries section of General tab of the DSM3 Series Web page, the 
following screen will be visible and the parameters shown will be available for viewing and verification. 
To test hardware interconnection using the Ethernet port, verify valid values for Output Voltage, Output 
Current and individual battery voltages.

Fig. 9-3, Power Supply Section - General Page 

9.0 Start Up and Verification
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Fig. 9-4, LED Functionality and Indications

9.3 System Status Indicators and Reset Button

As viewed from the front of the unit, the DSM3 Series utilizes LEDs to indicate system status. During 
system start up, the LEDs will first blink momentarily then indicate the current status of a variety of 
parameters on the DSM3 Series Communications Module. The LEDs indicate alarms, RF power level 
status, battery string connectivity and communications activity with the network. A description of each LED 
follows.

LED Status Behavior Indication

ALM/RDY: Alarm and Ready

N/A OFF No power or malfunctioning Communications Module

GRN
ON Reset of the DSM3 Series is in process

Steady Blinking Normal operation

RED
Blinking more OFF than ON Minor Alarm SCTE-HMS configured

Blinking more ON than OFF Major Alarm SCTE-HMS configured

REG: Upstream ranging and 
registration lock. GRN

OFF No power, upstream frequency undetermined

OFF / ON Power on, downstream locked, upstream frequency ranging, 
DHCP request in progress

ON CMTS registration completed

DS: Downstream RF Carrier 
detection and lock. GRN

OFF No power / downstream carrier

OFF / ON Power on, downstream carrier frequency searching

ON Downstream carrier lock

ACT: CPE Activity status GRN
OFF No Ethernet communications activity

OFF/ON Momentary flash while CPE communications ongoing via 
the Ethernet craft port

LNK: CPE Link status GRN
OFF No Ethernet link

ON Link on Ethernet Craft port

RF Rx/Tx Power Level Indicator TRI

OFF No RF detected

Blue Rx/Tx Power at a warning level as set within the 
SCTE-HMS Property Table

Green Rx/Tx RF Power level within tolerance

Red Rx/Tx Power at an alert level as set within the 
SCTE-HMS Property Table

COM: AlphaBus 
communications. GRN

OFF No AlphaBus Communications

OFF/ON Momentary flashes - AlphaBus Port communications 
active

BATT A/B GRN ON/OFF ON (steady) if battery string(s) connected correctly
BATT C/D GRN ON/OFF ON (steady) if battery string(s) connected correctly

ALM/RDY

REG

ACT
LNK

RF

BATT A/B

BATT C/D

COM

9.0 Start Up and Verification

9.3.1 Detailed LED Descriptions

After power is applied or a reset occurs, all LEDs will flash in certain patterns indicating the cable 
modem chipset is starting or restarting. Once it is ready, it will begin the DOCSIS requirement of 
searching for the downstream frequency lock and the LEDs will follow the detailed descriptions 
below.

AlM/RdY - Alarm/Ready
The ALM/RDY - During normal operation, this LED blinks GREEN, indicating a heartbeat pulse 
from the processor. The frequency of flashing by this LED provides a visual alert for power supply 
discrete major and minor alarms, if configured in the property and discrete property tables of the 
SCTE-HMS MIB. The ALM LED (RED) is factory defaulted OFF. Refer to Section 6.2.3, General 
Power Supply Alarms for information on configuring the DSM3 Series for active monitoring and 
alarming. If an event triggers an HMS alarm, the ALM/RDY LED blinks RED according to the 
alarm type until the alarm has been resolved. For a minor alarm, the frequency of flashing (RED) 
will be more OFF than ON and for a major alarm the frequency of flashing will be (RED) more 
ON than OFF. If there are multiple active alarms, including one or more major alarms with one or 
more minor alarms, the major alarm will take precedence in terms of the indication.

DS
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9.3.1 Detailed LED Descriptions

REG - cM Registration
Once a downstream channel has been negotiated between the CM and CMTS, the modem 
attempts to register with the DHCP server and obtain the Configuration File. This LED flashes 
while the process takes place. Once the registration is complete, the LED will remain on solid. 
This is the best indication that the DSM3 Series is communicating with the CMTS in the headend.

dS - downstream communication
This LED indicates the state of the CM's attempt to gain a downstream signal. This process may 
take several seconds, depending on how long it takes the CM to locate a carrier signal and lock 
onto a channel. The LED flashes while searching for the downstream DOCSIS channel and is on 
solid when the downstream channel is locked.

AcT - cPE Activity
The CPE activity LED flashes to indicate that data is being transmitted or received between the 
DSM3 Series and a network device.

lNK - Network communication Status
The Ethernet link LED remains ON when there is an active connection on the Ethernet port (e.g., 
a computer is connected for local diagnostics).

Rx/Tx Power
The Rx/Tx PWR LED utilizes a tricolor LED to provide the installer a quick verification of the 
modem transmit (Tx) and receive (Rx) RF power levels. The Rx/Tx PWR LED will illuminate 
green when both the cable modem Tx and cable modem Rx RF power levels are within the range 
as specified in the SCTE-HMS PropertyTable. The LED indicator illuminates blue when Rx and/
or Tx levels are within the warning range as specified by the SCTE-HMS PropertyTable. The 
LED indicator illuminates red when Rx and/or Tx levels are outside the range as specified by the 
SCTE-HMS PropertyTable. 

Refer to the following table for default ranges in the SCTE-HMS PropertyTable:

9.0 Start Up and Verification

Parameter alarm Enable HiHi Hi Lo LoLo Deadband

Rx docsIfDownChannelPower
(OID:1.3.6.1.2.1.10.127.1.1.1.1.6)

00
(0F*) 150 100 -100 -150 15

Tx docsIfCmStatusTxPower
(OID:1.3.6.1.2.1.10.127.1.2.2.1.3)

00
(0C*) 550 500 00 00 15

* Values in ( ) denote behavior of the Rx/TX LED if alarmEnable bits are set to ‘00’.

By default, alarmEnable is set to 00 (disabled) to prevent unwanted SNMP traps but the LED 
behavior will function as if the alarmEnable were set to the values in the above table. If the  
alarmEnable bits are set to anything other than 00, the LEDs will then follow the behavior of  
the desired enable bit setting.

The above default values translate into the following Rx/Tx Power LED color ranges:

LED Color Rx Range (dBmV) Tx Range (dBmV)
Green +10 to -10 0 to +50 
Blue +15 to +10 and -10 to -15 +50 to +55
Red >+15 and <-15 >+55

In addition to the above SCTE-HMS PropertyTable entries, the Tx and Rx levels displayed on the 
DSM3 Series Web page will each provide colored indicator bars that correlate to the RF LED and 
SCTE-HMS PropertyTable thresholds.

Table 9-1,SCTE-HMS Property Table

Table 9-2, Rx/Tx Power LED Color Ranges
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Configuring the Rx/Tx Power LED - Custom Settings
If desired, the RF Power Level ranges for the Rx/Tx PWR LED may be customized via 
SNMP by adjusting the HiHi, Hi, Lo, LoLo values for the docsIfDownChannelPower and 
docsIfCmStatusTxPower in the SCTE-HMS Property Table (OID:1.3.6.1.4.1.5591.1.1.1). Be 
careful not to exceed the RF Input Power and Output Power range specifications of the DSM3 
Series Communications Module.

cOM - AlphaBus communications
The COM LED indicates any data traffic being received by the DSM3 Series through the COM 
(AlphaBus) port. This LED will also blink one to three times approximately every 10 seconds, 
which indicates communication exists between the DSM3 Series and other connected devices, 
such as a generator or additional XM3.

BAT A/B - Battery Strings A & B
The LED indicator remains ON solid when the battery string wiring harness is correctly connected 
to the batteries and the Bat A/B connector on the DSM3 and DSM3x Series.

BAT c/d - Battery Strings c & d
The LED indicator remains ON solid when the battery string wiring harness is correctly connected 
to the batteries and the Bat C/D connector on the DSM3x.

9.3.2 Resetting the Communications Module
Should the need arise to reset the Communications Module locally, such as in the case of adding 
additional power supplies, a generator, or carrying out maintenance activities, do the following: 

Press and hold the reset button (RST) for approximately three (3) seconds until the ALM/RDY 
LED stops blinking and turns solid (green). Release the button. The Communications Module will 
perform its power up sequence.

9.4 Verifying Communications via the Headend

Using SNMP, check connectivity by verifying power supply data by doing the following:
• With a MIB browser, check power supply data in the psIdent MIB branch (1.3.6.1.4.1.5591.1) of the 

SCTE-HMS tree.
• With network management software, verify the DSM3 Series has been identified and is reporting data 

correctly.

Fig. 9-5, DSM3 Series Web Page, RF Power Level Indicators

9.3.1 Detailed LED Descriptions

Rx/Tx Power
The current RF level status for both the Rx and Tx will be displayed on the colored scale 
highlighted in black, providing verification of modem RF power levels. Refer to the figure below 
for an example of the RF power level indicator bars on the Web page.

9.0 Start Up and Verification
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10.0 Specifications
dSM3x dSM3 dPM

Battery Monitoring: Up to four strings of 36V batteries Up to two strings of 36V batteries

Up to four strings of 36V 
batteries; Smart AlphaGuard 
(SAG) option required for 
individual battery monitoring

Power System Management:

Up to five power supplies and an 
AlphaGen generator are managed 
from a single DSM3x including 
coordinated battery charging, system 
test and aggregated alarms

N/A N/A

Management Protocol: Standard ANSI/SCTE-HMS MIBs support basic power supply monitoring. Advanced diagnostics with 
battery and power module analytics available via secure SNMP

Advanced Diagnostics1

Intelligent Power Supply 
Interface:

Power supply user interface displays advanced diagnostics including: DOCSIS modem upstream and 
downstream RF levels, IP address assigned by network DHCP server, MAC address and firmware 
versions, individual battery voltages to verify correct wire harness installation 

Battery State of Health (Requires 
AlphaAPPs option):

Power supply internal analytic diagnostics report when batteries should be serviced. 
Battery String Runtime Remaining
Battery Life Remaining

Network Tools QAM constellation diagram: Identify types of interference and distortion in downstream RF signal.
Microreflections Meter: Locate microreflections detected in Coax caused by physical impairments.

Utility Status & Events
AC Line Status
Utility Performance Status (outages, sags, surges, frequency)
Utility Events (24-hour and lifetime number of events)

Power Inverter State of Health: Power supply internal diagnostics report if the power inverter requires service. 
Reported Values: Inverter OK, Replace Inverter

Hardware

RF Cable Interface: F-connector, female, 75 Ohm, connector angle better accommodates coax bend radius when installed in 
some enclosures

Local Interface: RJ-45, Ethernet, multi-mode operation

LED Indicators: Ready/Alarm, Upstream registration, Downstream lock, AlphaBus activity, RF level, Link, CPE traffic, Battery 
Sense harness correctly connected

I/O Control (DSM3x and DPM Only): 6-pin Molex: Digital input, Digital output, 5V, Common

AlphaBus: RJ-11 offset tab: Multiple-power supply and AlphaGen communications

Battery Monitoring: 8-pin Molex battery string A/B and 
8-pin Molex battery string C/D. 8-pin Molex battery string A/B 10-pin Molex battery string 

A/B and C/D (SAG option)

Tamper: NO or NC, software configurable, reads enclosure door magnetic switch

Environment
Operating Temperature: -40 to 65°C / -40 to 149°F

Storage Temperature: -40 to 85°C / -40 to 185°F

Humidity: 10 to 90% non-condensing

Regulatory compliance:

FCC Part 15 Class A
EN 50083-2:2006 EMC requirements for CATV equipment
EN 62040-2:2006 Uninterruptable power supply EMC requirements, Category C2 
Surge: IEEE 587, Category B3
RoHS: Directive 2002/95/EC

1 Advanced diagnostics are available through Alpha Certified network monitoring systems

Network Communications

dOcSIS (RF) Port Protocols: IP (IPv4, IPv6), UDP, TCP, DHCP, TFTP, SNMPv1,SNMPv2c, SNMPv3, HTTP, SNTP

Ethernet Port: HTTP Web interface for local on-site diagnosis. 

MIBs:
Power supply (ANSI/SCTE 38-4)
Other SCTE-HMS MIBs as defined by the SCTE for power supply and generator status monitoring  
Alpha proprietary advanced UPS diagnostics
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dSM3x dSM3 dPM
Power Supply Monitored Parameters

Major Alarm: Aggregate alarm consisting of: Test fail, battery fail, line isolation alarm, output overload, inverter, 
over-temperature, N+1 active, fuse fail

Minor Alarm: Aggregate alarm consisting of: Temperature probe error, AC line loss, N+1 error

Input Voltage: Reported from power supply V(in) measurement

Output Voltage: Reported from power supply V(out) measurement

Output Current: 0 to 25A standard on port 1
Port 2 requires power suppy DOC option

Output Power: Calculated; reported in AC Watts

Input Current: Reported in Amps

Input Power: Reported in Amps
UPS Status: AC Line, Standby, Test in progress, Test alarm
Charger Current: Reported in Amps
Battery Discharge Current: Reported in Amps
Enclosure Door: Open or Closed

Battery Voltage:

Individual battery voltage, up 
to four strings of 3 batteries 
(maximum 12 batteries),
±100mV per battery. 

Individual battery voltage, 
up to two strings of 3 
batteries (maximum 6 
batteries), ±100mV per 
battery. 

Individual battery voltage, up to
four strings of 3 batteries
(maximum 12 batteries),
±100mV per battery. 
(Requires SAG option)

Battery Temperature: Reported from power supply battery Remote Temperature Sensor (RTS)

Remote Test Control: Start/Stop power supply test cycle

Generator Monitored Parameters (DSM3x Only)
Status: Generator Off, Running, Alarm

Generator Alarm: Aggregate alarm consisting of: Low oil pressure, engine over-temp, engine over-speed, crank limit, 
over voltage, low fuel, water intrusion, pad shear, gas hazard, test fail

Gas Hazard: OK, Alarm

Water Intrusion: OK, Alarm

Pad Shear: OK, Alarm

Enclosure Door: OK, Alarm

Ignition Battery Voltage: Reported in DC volts, ±100mV

Enclosure Temperature: Reported in Celcius, ±2°C

Low Fuel: OK, Alarm

Remote Test Control: Start / Stop generator test cycle

Cable Modem
Compliance: DOCSIS 1.1 and 2.0 EuroDOCSIS 2.0

Transmit Frequency Range: 5 to 42 MHz 5 to 65 Mhz

Receive Center Frequency Range: 91 to 857 MHz 112 to 858 Mhz

Output Power Range:

TDMA:
+8 to +54 dBmV (32QAM, 64QAM)
+8 to +55 dBmV (8QAM, 16QAM)
+8 to +58 dBmV (QPSK)
S-CDMA:
+8 to +53 dBmV (All modulations of S-CDMA)

TDMA:
+68 to +114 dBuV (32QAM, 64QAM)
+68 to +115 dBuV (8QAM, 16QAM)
+68 to +118 dBuV (QPSK)
S-CDMA:
+68 to +113 dBuV (All modulations of S-CDMA)

Input Signal Range: -15 to 15 dBmV 64QAM:  43 to 73 dBuV
256QAM:  47 to 77 dBuV

Channel Bandwidth: 6 MHz 8 Mhz

Additional Equipment
874-842-21 XP-BSC-3-6: Wire Kit, Battery Sense, 1x36V, 6'

874-842-20 XP-BSC-6-6: Wire Kit, Battery Sense, 2x36V, 6'

Surge Arrestor 
(Alpha p/n 162-028-10):

Female/Female connector configuration, “F” type connector with integral ground block. Required for 
all installations

10.0 Specifications
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Acronym Definitions
ANSI: American National Standards Institute
BER: Basic Encoding Rules
CM: Cable Modem
CMTS: Cable Modem Termination System
CPE: Customer Premises Equipment
DHCP: Dynamic Host Configuration Protocol 
DOCSIS: Data Over Cable Service Interface Specification
EMS: Element Management System
HMS: Hybrid Management Sublayer
IT: Information Technology
MAC: Media Access Control
MIB: Management Information Base
NMS: Network Management System
QoS: Quality of Service
RTS: Remote Temperature Sensor
SCTE: Society of Cable Telecommunications Engineers
SI: Serial Interface
SNMP: Simple Network Management Protocol
SNTP: Simple Network Time Protocol
TFTP: Trivial File Transfer Protocol 
TOD: Time of Day
UDP: User Datagram Protocol
VoIP: Voice over Internet Protocol

11.0 Glossary
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12.0 Dual IP Mode (Addendum)

12.1 Overview

The DSM3 Series can operate in either Single (default) or Dual IP mode. In Single IP mode, data from 
both the cable modem and power supply are accessed and managed through the modem’s IP address on 
the secure private modem network. In Dual IP mode, the Communications Module acts like a CPE device 
to the cable modem and registers a second IP address on the public CPE network. 
The following table lists some of the common characteristics of the DSM3 Single IP and Dual IP 
configurations:

Single IP Dual IP

Network All data from both the cable modem and power 
supply are accessed and managed through 
the modem’s IP address on the secure private 
modem network. 

The Communications Module acts like a CPE device to 
the cable modem and registers a second IP address on 
the public CPE network. 

Data Access The Network Management System requires 
access to the same private modem network.

Dual IP mode allows the power supply data to be 
accessed and managed from anywhere within the 
public (CPE) network.

Security Communication with the Communications 
Module is limited to the private LAN network, 
and is very secure.

Since the Communications Module is a CPE on the 
public network, access may be less secure.

IP Addresses Where the IP address pool is limited, there is 
no need to issue the Communications Module 
a CPE IP address. Only one (1) IP Address is 
required for the cable modem of the DSM3.

The CPE requires its own IP address, which may be 
in short supply. A total of two (2) IP addresses are 
required, one for the cable modem and one for the 
Communications Module.

Data Management Access to the Communications Module is 
limited to the private LAN network making data 
management less versatile, especially for field 
personnel.

The Communications Module is accessible on the 
public (CPE) network. This makes data management 
more versatile for field personnel.

Table 12-1, Single IP Mode versus Dual IP Mode

One CM IP address only accessible on the private (LAN) 
network with access to both CM and Communications 
Module data.

Cable Modem Communications Module

MIB Tables

DSM

Fig. 12-1, Simplified Block Diagram Single IP Mode

Cable Modem Communications Module (CPE)

MIB Tables

DSM

One CM IP address, CM and Communications Module 
data; accessible on the private (LAN) network.

One CPE IP address, Communications 
Module data only; accessible on the public 
(CPE) network.

Fig. 12-2, Simplified Block Diagram Dual IP Mode
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Fig. 12-3, Single IP DSM3 Series Web Page
(partial page only; data values shown for illustration purposes only)

12.0 Dual IP Mode (Addendum)

12.2 Web Comparison, Single IP Mode/Dual IP Mode

To easily determine the configuration of the Communications Module when viewing it on its web 
page, check the Configuration line as well as the entries for the CM and CPE addresses. A single IP 
Communications Module will display a CM MAC address only, while a Dual IP Communications Module 
will also indicate a CPE address.

Fig. 12-4, Dual IP DSM3 Series Web Page
(partial page only; data values shown for illustration purposes only)

Displays CM MAC address only

Displays CM and CPE MAC addresses
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The CPE Communications Module IP can be assigned its IP, Subnet Mask and Gateway Addresses either 
via DHCP (default) or manually, either through the web page or via the below SNMP settings:

MIB Parameter Object ID Description Value
atiMgmtSysMonitoringCpeStaticMode 1.3.6.1.4.1.926.1.3.2.2.5.2.1.0 Method by which the CPE 

acquires its IP address.
1=DHCP 
2=Static

atiMgmtSysMonitoringCpeStaticAddress 1.3.6.1.4.1.926.1.3.2.2.5.2.2.0 When the IP address is 
static, this is the IP address 
to which the CPE will 
respond.

0.0.0.0 (default)

atiMgmtSysMonitoringCpeStaticMask 1.3.6.1.4.1.926.1.3.2.2.5.2.3.0 When the CPE IP address 
is static, this is the subnet 
mask.

0.0.0.0 (default)

atiMgmtSysMonitoringCpeStaticGateway 1.3.6.1.4.1.926.1.3.2.2.5.2.4.0 When the IP address is 
static, this is the IP address 
of the gateway.

0.0.0.0 (default)

12.3 Configuring Dual IP Mode

To switch the DSM3 Series Communications Module from Single to Dual IP mode the 
atiMgmtSnmpSnmpCPEAccess parameter of the Alpha MIB will need to be enabled. The Dual IP enable 
setting can be set through the DOCSIS Configuration File, the DSM3 Setup File (atidoc03.cfg), the 
Provisioning Mode via the Communications Web page or remotely using SNMP by setting the following 
Alpha MIB:

MIB Parameter Object ID Description Value
atiMgmtSnmpSnmpCPEAccess 1.3.6.1.4.1.926.1.3.1.3.6.0 Enables/Disables the 

CPE Interface
1=Disabled (Single IP)

2=Enabled (Dual IP)

Table 12-2, Enabling Dual IP mode

Table 12-3, CPE Communications Module IP Settings

After configuring the Static settings the Communications Module must be reset in order for the settings to 
take effect.

NOTE:

12.0 Dual IP Mode (Addendum) 
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12.3 Configuring Dual IP Mode, continued

To change the CPE IP address allocation option from dHcP to Static via the Web Server, refer to the 
following:

1. Connect to DSM3 via Web browser per the procedure in Section 4.0, Web Interface.

2. In the Advanced Configuration menu of the DSM3 Web page, click the communications button.

3. Click the Static button in the CPE Communications Module column of the page. Refer to Figure 
12-5. When prompted for User Name and Password, refer to Section 4.3.1, Web Interface Security 
levels for User Name and Security Password

4. Enter the desired IP Address, Subnet Mask and Gateway in the provided data fields.

5. Click the Set button to update the Communications Module with the new values.

6. Confirm the new Static IP Address is listed under the CPE Communications Module column of the 
General page. Refer to Figure 12-6.

Fig. 12-5, Dual IP Configuration Settings for DSM3 Web Server Communications Page

Fig. 12-6, Dual IP Parameters for DSM3 Web Server General Page

12.0 Dual IP Mode (Addendum)
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12.0 Dual IP Mode (Addendum)

12.3.1  atidoc03.cfg in Dual IP Mode

In Dual IP mode, the DSM3 Series will first attempt to download the proprietary configuration 
file atidoc03.cfg through the CPE’s interface from a TFTP server on the CPE network.  In many 
networks, the TFTP server is blocked or disabled, so the DSM3 Series also has provisions to 
download this file through the Cable Modem interface from the modem’s provisioning server if 
necessary.  The filename and TFTP server location may also be specified through special tags in 
the DHCP Offer, refer to Section 13.3.3, Specifying atidoc03.cfg Name and Location via DHCP 
Tags for details.  Similiar to Single IP mode, any DSM3 Series proprietary SNMP MIB setting may 
be placed in the modem’s DOCSIS configuration file which would eliminate the need for atidoc03.
cfg.

12.3.2  Changing Default atidoc03.cfg Download Settings in Dual IP Mode

The following table explains the download options available for the atidoc03.cfg file in Dual IP 
mode.  The ‘Download Interface’ indicates the network from which the DSM3 series will attempt 
to download atidoc03.cfg, either the CPE network or the more secure cable modem management 
network.

Refer to Section 3.3.5 for details on using the atidoc03.cfg file to propagate custom settings to 
field-deployed DSM3 Series Communications Modules.

NOTE:

Parameter Comments Value Search 
Order

Download 
Interface

atiMgmtSysDownloadConfigAddress
OID 1.3.6.1.4.1.926.1.3.2.1.10.0

Overrides Default Location 0.0.0.0 (Default) 1 CPE

DHCP Server IP Server or Relay Agent Address  
from DHCP lease (No Change 
Necessary)

As Set 2 CPE

DHCP Option 54 Server IP Server or Relay Agent Address  
from DHCP lease

As Set 3 CPE

DHCP Tags See Section 13.3.3 As Set 4 CPE

docsDevServerConfigTftpAddress
1.3.6.1.2.1.69.1.4.11.0

Automatically set in modem CM's TFTP 
Server Address

5 CM

docsDevSwServerAddress
1.3.6.1.2.1.69.1.3.7.0

Set via DOCSIS configuration file As Set 6 CM

Software Upgrade Server Set via DOCSIS configuration file As Set 7 CM

Table 12-4, Available Download Options



91745-814-B11-001, Rev. C1 (03/2015)

12.3.3  Specifying atidoc03.cfg name and location via DHCP Tags

In the User-defined area of the DHCP Tags, above option 192, the Communications Module will 
look for the following value:

Tag: [Insert Unique Tag Name, e.g. ‘ati-tag’]

Value: aticonfig

In the Tag value immediately following will be the value for the TFTP server to use:

Tag: [Insert Unique Tag Name, e.g. ‘ati-ip’]

Value: IP address of TFTP server (i.e. 192.168.1.51)

Immediately following will be the value for the config filename:

Tag: [Insert Unique Tag Name, e.g. ‘ati-name’]

Value: =atidoc03.cfg (an equal sign needs to be in front of the filename for the DHCP server to 
recognize this as a valid entry)

12.0 Dual IP Mode (Addendum)
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12.4 Dual IP SNMP Community Strings

The Communications Module community strings used for the CPE Communications Module in Dual IP 
mode can be configured by the operator. The default Communications Module read-only community string 
is AlphaGet. The default read-write community string is AlphaSet. These settings can be configured with 
the DOCSIS Configuration File, the DSM3 Setup File (aitdoc03.cfg) or remotely using SNMP by including 
the parameters below:

12.5 Security in Dual IP Mode

In Dual IP mode, additional SNMP security to the DSM3 Series proprietary MIBs is required since the 
Communications Module and power supply data is exposed on the CPE network, which may be more 
vulnerable to packet sniffing and community string deciphering than on the secure cable modem network. 

There are two methods of providing SNMP Security in Dual IP mode: the Data Access Key (default), and 
the Secure Access List.
Method 1: Dual IP Security Using the Data Access Key
In Dual IP mode atiMgmtSnmpAlphaSetAccess is the only SNMP parameter within the Alpha 
proprietary MIB with SNMP write access on the CPE network by default. When this parameter is 
set to the value of the parameter atiMgmtSnmpAlphaSetKey, the data access key, SNMP read/write 
access is granted to all parameters in the Alpha MIB tree with read/write attributes. When this access 
is granted, the value of atiMgmtSnmpCPESetEnabled is automatically changed to "2" (enabled). After 
the operator is finished setting the SNMP variables, SNMP write access can be disabled by setting the 
atiMgmtSnmpCPESetEnabled to "1" or by setting atiMgmtSnmpAlphaSetAccess to any value other than 
the data access key or by performing a reset to the DSM3 Series.
The data access key parameters can be changed from the default values through the DOCSIS 
Configuration File, the DSM3 Series Setup File (atidoc03.cfg) or remotely using SNMP by including the 
following Alpha MIB parameters:

MIB Parameter Object ID Description Value
atiMgmtSnmpAlphaSetAccess 1.3.6.1.4.1.926.1.3.1.3.3.0 Set to Access Key Set to match the value of 

atiMgmtSnmpAlphaSetKey

atiMgmtSnmpAlphaSetKey 1.3.6.1.4.1.926.1.3.1.3.4.0 Data Access Key (Dual IP) CIBSET (default)

atiMgmtSnmpCPESetEnabled 1.3.6.1.4.1.926.1.3.1.3.5.0 Corresponds to whether 
or not the action taken on 
atiMgmtSnmpAlphaSetKey 
was successful. Once enabled, 
writing 1 to this variable will 
disable CPE sets.

1 = Disabled (False)

2 = Enabled (True)

Table 12-6, Data Access Key Parameters

MIB Parameter Object ID Description Value
atiMgmtSnmpCommGet 1.3.6.1.4.1.926.1.3.1.4.1.0 Read Community String AlphaGet (default)

[desired value]

atiMgmtSnmpCommSet 1.3.6.1.4.1.926.1.3.1.4.2.0 Read/Write Community String AlphaSet (default)
[desired value]

Table 12-5, Community Strings

These community strings are only applicable for CPE access in Dual IP mode. CM access in both Single 
IP and Dual IP modes use standard DOCSIS community strings set through the modem configuration file's 
docsDevNmAccessTable. See Sections 3.3.1 and 3.3.2.

NOTE:
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12.5 Security in Dual IP Mode

Method 2: Dual IP Security Using the Secure Access List

The DSM3 provides an alternative method of providing additional SNMP security in Dual IP by limiting 
access to the Communications Module’s CPE address. The Secure Access List method limits remote 
SNMP access to four IP addresses. Only the IP addresses listed in the SNMP Access Table are able 
to read or write to the Alpha MIB parameters from the public (CPE) network. This method overrides the 
default data Access Key method.
The IP address entries in the SNMP Access Table can be set through the DOCSIS Configuration File, the 
DSM3 Setup File (atidoc03.cfg) or remotely using SNMP by including the following Alpha MIB parameters:

MIB Parameter Object ID Description Value
atiMgmtSnmpAccessTable 1.3.6.1.4.1.926.1.3.1.2 Table of SNMP 

Access Addresses
Object identifier

atiMgmtSnmpAccessAddress.1 1.3.6.1.4.1.926.1.3.1.2.1.2.1 SNMP access IP Address #1 0.0.0.0 (Default)

atiMgmtSnmpAccessAddress.2 1.3.6.1.4.1.926.1.3.1.2.1.2.2 SNMP access IP Address #2 0.0.0.0 (Default)

atiMgmtSnmpAccessAddress.3 1.3.6.1.4.1.926.1.3.1.2.1.2.3 SNMP access IP Address #3 0.0.0.0 (Default)

atiMgmtSnmpAccessAddress.4 1.3.6.1.4.1.926.1.3.1.2.1.2.4 SNMP access IP Address #4 0.0.0.0 (Default)

Table 12-7, Secure Access Table Parameters
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